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Studio 5000® Design Environment

Architect /% - Enables Simplified System Design and Data Exchange

Logix Designer Collaborative System Programing and Configuration

View Designer Highly Integrated HMI with Logix

Application Code 5
Manager [&°

Studio 5000
Logix Emulate™

System Reuse and Quickly Build Projects

\E ~ Virtual Design and Operator Training Systems

Simulation Interface Connect Logic to Simulation Models
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/% Studio 5000 Architect®
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Studio 5000 Architect®

Design and Build your System Framework

<AutomationML/>

LALAL]

3RP PARTY APPLICATIONS

Enhanced Lay out & Manage &
Data Exchange Configure System View Projects

.7\ Rockwell _ _
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Studio 5000 Architect®

# Studio 5000 Architect - System_Project
FILE  EDT  MEW  SYNC  LISRARY MANAGEMERNT  TOOLE  WINDOW  HELP

Wel XAAKDE & A/OOH |t -HEDS, BER,

& Symem_Prapct
# Projects
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2 Aaem_m1
 Avaalld
% avcalls
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- B LTS
075
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structure for FactoryTalk®
View applications and Studio
5000 Logix Designer®
projects
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Configure run-time communication in FactoryTalk®
Linx between HMI and control layer

Displays all hardware devices
in project and connects
networking relationships
between devices

APPLICATION CONTENT

* Rockwell Automation® Library of Process
Objects bundled into Studio 5000 Architect®

« Contains HMI and control application content

EXPLORER

« Current organizational structure is project

based

» Aprojectis represented for each server, panel,

and controller on the layout

CompactLogix™, PowerFlex®, Kinetix®,
Stratix®, POINT /O™, FLEX™ |/O, and
PanelView™ Plus.

» PC-based product support includes

FactoryTalk® View SE and ME, FactoryTalk®

Alarms and Events, and RSLinx® Enterprise.

DEVICES

« Devices supported include ControlLogix ®,

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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The Digital Tool Chain

New AutomationML Interface for Data Exchange

"‘ﬂ Integrated

IS Architecture uilder AutomationML Benefits

o Is an XML based data
exchange format

o Is an international standard:

<AutomationML/>
IEC 62714

o Allows for a consistent data

ee7e€[n_L%N- StUdiO 5000 gﬁgihninge along digital tool

l o Neutral format aimed at eCAD

and PLC manufacturers.

7% Roclawell
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Studio 5000 Logix Designer®

& MyNewProject [1756-173 22.1]

FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HEP

AN N A G R

d | Controller Onganizer

= R

[ Controller MyNewPraject
o Tasks

MyRLLRoutine_01
A&

: Online | "F RemProg | RUND I/Om E/Sm OKm | AB_ETH-110.88.44.168\Backplane'd | Forces | Mo Edits | Redundancy

S My FEDRDutine 02
Pl - '?-llffﬁfl"“:

b, od

Logix Designer

Tags-Mainfrogram

LocalhiDatal?

. s {2
Project Explorer Thissar _}:El. wnent skt the 1SR at the end of the nung. —
1 OnTag Mame  SOF_AliasTiata
to organize i B
1 - e =
o Rals o Tag3 foed) Souce & sue_m-aot
b Add Mt ol ER. Source B
b Dots Topes Mave Type nunmg E:: % SOE_N::
b D3t Loge - & oo
b Trends
4 10 Cenfiguration T‘E - 502 heat :‘CIN_ o
4w 1756 Backplare, 1756-A4 h " 1| |t Tgm
i (0] 1756173 MyblzwPraj... Source B SOE_bumiModules =
' § (11175618160 Local_S01... e
il [21 1755-0MA30 Orive ﬁﬁ‘_u EQ .
i :3] 173608150 Local_S0... Seniice A SOE_DataTemp{S0E_Next].Eventbisribe: Source A S0E_DataTemp[S0E_Naxt].Eventhiumber M U|t|-|anguage Su ppOI’t fOI’
I [<] 1756 smsE semcos S 505 LamCumihalsCE o] | o8 SOE_LastDtaishelSOE_Nest] Ladder, Structured Text,

Hardware
configuration

Controller Organizer IS e I =Sy

Ready

7% Roclawell
Automation

< Lagal =24 Captureiion =

Function Block

Multi-discipline control including

discrete,

Rurg 33 of 39

motion, drives safety,
and process

Online & offline configuration,
editing, and troubleshooting

ONE DESIGN ENVIRONMENT FOR ALL DISCIPLINES

» Supports comprehensive design and
maintenance of the automation control system.

COLLABORTIVE DEVELOPMENT

* Focused on delivering automation productivity,
ease of use, and simplified workflows.

O

@ Affen-Bradiey

- Sequential Function Chatrt,

SINGLE PROGRAMMING ENVIRONMENT
FOR ALL LOGIX CONTROLLERS

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 10



Multiple Programming Languages

L] =] B3 & E]

Ladder Structured Function Block Sequential Safety Ladder
Logic Text Diagrams Function Charts Logic
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Flexible Task Execution

Watchdog: ms

[] Disable automatic output processing to reduce task overhead
[ Inhibit task

Mew Task

Name: Continuous_Task| | I 0K

Description: Cancel
Help

Type: Continuous “

Continuous Tasks

7% Roclawell
Automation

Mew Task

Name: Periodic_10ms | I oK

Description: Cancel
Help

Type: Periodic v

Period: 10.000 ms

Priority: 10 +| (Lower number yields higher priority)

Watchdog: ms

[] Disable automatic output processing to reduce task overhead
[ Inhibit task

Periodic Tasks

Mew Task
MName: EVENT_KnfeCut | [ ok
Description: Cancel
Help
Type: Evert [
Trigger:
Tag: feis Registration 1
Auis Registration 2
[ Execute task i Motion Group Execution ms
EVENT Instruction Only
Module Input Data State Change
Priority: Consumed Tag priority}
Watchdog: 500.000 ms
Disable automatic output proce, s=duce task overhead
[] Inhibit task

Event Tasks

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Types of FactoryTalk Alarms & Events

Server-Based
Alarms

7% Roclawell
Automation

Logix-Based
Alarms

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.



Logix Tag-Based Alarms

Alarming Capabillities for Streamlined Workflows

-

FactoryTalk View SE E FactoryTalk ViewPoint

E FactoryTalk
Alarms & Events

Supported in 5580, 5480, and 5380 Only

7% Roclawell
Automation

Overview

With the new Logix Tag-Based Alarming, alarms can
now be defined on “tags” or “structures” in the controller
with periodic evaluation.

Benefits

* No need to add an instruction; simplified design workflows
inside Studio 5000 Logix Designer®

* No addition programming required — alarms automatically
sent to FactoryTalk® Alarms and Events

* New alarm manager provides a single place to configure

« Small memory footprint — great for applications that have
high alarm counts

« Alarm definitions allow for increased modularity
« Supports bulk generation of alarms via XML import/export

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 15



Studio 5000 Logix Designer®

Content Protection History

Password
Source Protection

a
Lt

FactoryTalk’ Security

License
Source and Execution

Version 8

7% Roclawell
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Version 20

Version 30

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.



Which Do | Choose?

use case @

| want limited control over who Password _
accesses my content, but my chief Source Protection
concern is simplicity

| want flexible, manageable
policies for who can access my
content

| want the most secure
protection possible for my
content

SECURITY OPTION

a FactoryTalk’ Security

License |
Source Protection

License
Execution Protection

| want to control the use of my content

w Auromurion PPPPPP | Copyright ©2019 Roc kwell Automation, Inc.



Studio 5000 Logix Designer®

FILE ECT WIEW  SESRCH  LOGK  COMMURICETIONS TOZLS  WIKDGW  HE| i
S B T A e T == kA T n T A N
1 AT e R 4 e oms e s I omes sk e o
E. WaFonces ot i e 4 b Taarkee E e W ST EE T £ T T R T T O o7
v x

€© Extended Data Types
(64 Bit Math)

Tag-based Alarm
Enhancements

uuuuuuuuuu

New FBD Functions

Productivity Enhancements

Phase Manager Support

7% Roclawell
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Studio 5000 View Designer™

) View Designer - Superiuice in Superiuice Complete VPD (3" PanelView 5500 2715-T9Wi]* - 8 x

ENHANCED INTEGRATION WITH LOGIX

 al e e e » Logix-based alarms are automatically available on the

PanelView™ 5500

Name:  MuingHepperSide 001

Project Explorer to W we  Whioatioppasiie

4 = Nawngation Md

7 Home

Bl Crganize project Graphical design of screens Property pane to

7 et e . (= S T configure objects

* Logix tag extended property support helps develop
richer content

= 1111971

& Tank A3
F Tank M
(@ Storage Opacity 100
& tovntory ‘ - INTUITIVE DESIGN
B Toand AgitaterCotor e |
System Enabled 3
i == o |G New deS|gn editor focused on ease of use
= Taaks LeveiColor @ TankCurrentRecipe ColorStr
= Tank Detail ) MotorColor wbobcé | [=] ] ] i i
T 4 otk - + Scalable vector graphics automatically adjust objects
(&) 0 .
QL__@ 4 £ v 0 and screens to any terminal size
¢ s » Create custom, reusable add-on graphics to more
lags . . . . .
b e efficiently build your applications
Graph
Securty Graphics explorer to
» SignsAndSymi .
il Searchable toolbox for | find and select elements
e all project elements At or Data Type Desciption Gategory
Tank AyCLX Tank General b e
= Image - 4 MsinTankGroup
? Z:‘:,.‘m Display Find “smbient” in “Supeluice” T:o :Iaim z
128 Numesic Display 2 cccurrencels) found -
et b e }
abe Tet Duplay User-Defined Screens\Tank Detsil TedtDisplay 035 Text Ambient % OhaTankGmoup
Text Input + Il Find Resutts 3 Background @

Tag browser to search

and select Logix tags

Roclawell

Automation PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 20 ===



Studio 5000 View Designer®
Highly Integrated HMI with Logix

Sample rate: 5000 * ms Log duration: 7

Tag Mame

Tags can be logged
as fast as every 500
msec

:L75.Mixerl Level

uL75.Mixerl . Temperature

Project Explorer =
R R

|ar Settings

4 | User-Defined Screens

Name:  Trend_001

“| Screen_001
¥ | Predefined Screens
Type:  Trend
4 || Assets

4 || Add-On Graphics

Trends show

MhyMixer
Irnanes - ; ]
historical data
Design ,/ _/ Property Definition ImmGd |ate|y
TimeSpanStart 04/10/2017 13:06:16

Name Alias For Data Type Desa

L A -]

MixerTag #L75 Mixer

Reusable Integration Optimized Trendin
Add-on Graphics With Logix P & Diagnostics ’

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Studio 5000 View Designer®

Enhanced Runtime Performance

| Control ller References:

v Controller Reference Name: '_75
Logix Project File: ChUsers\Hogank\Documents\Stu...

=]
ot%

o>
=

E References HMIto Controller Path: 10.88.32.184 Slot:
Creat d confi
e [ Emulator to Controller Path: | 108832180 | Slot:
]

®

Load from Test run a project
VNC Support removable media with emulator

-7\ Rockwell _ _
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Studio 5000 Application Code Manager

7% Roclawell
Automation

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.



BUILD APPLICATIONS

t - 5000 A |' t' C d M » Generate your standardized application code in bulk to
u Io pp ICa |On O e anager configure projects
» Users don’t need to understand the library object
. isi dependency structure; the tool manages the
e - dependencies per the librarian’s rules
E 8§ Registered Libraries
! _ f Name: X104 » (RALIBIACM 2.00 (279 . - N
o actE et v P P35 15 + Out-of-the-box integration enables simple and fast
B B SeanClass Catalog Number Valve [18) - Publiched Contraller (1) o o
o e S o B i () bulk deployment of the Library of Process Objects and
B [ Displaye ) R L] Frocess 35 Task: [ManTasc =] Progiam [Deviees = ERSERIE] . . :
it ot — 5 2 s Machine Builder Library
i o] iy
(R-LIB) ACM 200 o= 2l ‘J [ DOw [1.4)
[Ré-LIB] Process 35 & 1. Selection a Motars (6]
Examples L ;f-p;p“nm Solenaidoperated Yalve [F_WakveS0) I miﬁﬁ:ﬁp Ls][ .
iy Fae oo 18) DESIGN LIBRARY OBJECTS
G e ¢ oo pxll e e v e
P = E;"‘E'E:'S L ga:;a:;nm True =] Heg;:;nuw[ ?E:;;ru\ m ] i o ] i )
e rao average Rockwe e  Library Designer is integrated into Studio 5000 Logix
T e Automation libraries fo Designer®
E EDP B Historian Configuration
e Wik €2SY Project creatio o _
fo v _ et O! Create your o + Allows the librarian to manage dependencies between
E Iltt;r_aryt/ objects, easily share and manage common
7100 0 eC S
Unsscgedu\ed J
Motion Groups
) dﬁ_’;}gﬁ:‘;;“;”ﬁ a a00a, ed proje . 1 1 i 1
! A Configure the .Ilbrary object instance PUBLISH LIBRARY OBJECTS
e 0 Oy library ob « No programming needed
_ _
[FVaiess 1351 » Export to Excel for bulk configuration . . . . i
Boni i i > + Combine control, visualization, historical, and alarm
management into one library object
HasDpenlS
+ Centralized repository for easy access and version

management

-7\ Rockwell _ _
Automation PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 24 ===



Studio 5000® Application Code Manager

Create Highly Reusable Library Content

Step 1.

Create Content to be Libraried

Logix Designer

JELS-NUAL LT INUE R N
YA e o e

FactoryTalk® View

FactoryTalk® Historian

FactoryTalk®
Alarms & Events

7% Roclawell
Automation

Step 2.

Group and Parametrize Library Content

Parametrize

» Create parameters to get information from the user
* Manage naming (tasks, programs, routines, tags and 10 modules)

Manage descriptions: tags, rungs, etc.
Set tag values

Conditional inclusions of content
Usage (once or include many)

Share common comments, etc.

Step 3.
Publish
Motor

™
m{

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 25



Build Project Content

Easily Deploy Project Content Through Configuration — No Programming!

Step 1.

Create a Project

7% Roclawell
Automation

Step 2.

Select Library Object and
Configure via Parameters. . ..

Reﬁeat or Export / Import

Mame: M107

Description: | Drum molor
Motor Type
ingle
ﬁeversing
Two Speed
Hand Operated

ACM

| & Motors
L[ M101
—4E M102
4+ M103
P+ M104

Electronic Overload

Fom
E1 Plus

j3/E3 Plus
E300

Step 3.

Generate

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Studio 5000® Application Code Manager

Libraries Provided by Rockwell Automation

- ——

| https://compatibility.

com/Pages/MultiProductFindDownloads.aspxicrumb=112&mode = 3&refSoft= 1&versions=56259 D - ﬂ C

Tools Help

v i Search - M Share | More »

’ 3
@ @ https://compatibili kwell com/Pages/MultiProductFindDownloads.aspx?crumb=112&mode=3&refSoft=1&versions=56336 D = ﬂ O H E Find Dow... X E w
File Edit View Favorites Tools Help - . File Edit View Favorites
x Go gle‘ Search ﬁShare| More » X Google|
Rockwell Rockwell
L ation

» e » b » b b
Download Cart - [ o | ETTnr. | o |
Product Compatibility
& Download Center Product Compatibility
Compati b MU Release Release = Download & Download Center
Download item Version Date Note Size Comments
¥ Comgars
DOWNLOADS @ & | Machine Buider Libraries Produst Portiolio Current 0912212017 3.23 MB Product profile document + Downioad
OV A
& | Machine Buider Libraries Release Notes Current 0912202017 T14KB Release Notes document s racs
¥ Contgured \iews
- Machine Builder Libraries are b Avatatie Veryins
ESources! for use with Studio 5000
» Frequ Application Code Manager and Resoutces
] | Machine Buider Libraries Current 0912212017 213MB SHuaio 5000 Architect that are

) Fraguenty Asked Quoslicos

tested, documented and life-
» Tools & Rescorces

cycle managed by Rockwell
Automation

+ Prosuct Dueclory

» Techeics! Supgort

» Lseranare Libenry

+ Find & Sales Ofice

+ Fing & Locs! Digtibutor
+ Goneast Un

Jitems DOWNLOAD NOW CLOSE

Machine Builder Libraries
PCDC search “Machine Builder Libraries”

% Roclawell
Automation

ENL THINK. SOIVE?

Tralning & Evests

Compatibility # Download Center ¢ Multi Prodiuc: Selectar » Fil

DOWNLOADS @

Ema

show aif versicns v @
= B Procuss Libeary 35001
WA Library of Proceas Olymcin, Samie Fropec. A% m
Applicaton Tumplatus. Tovis & UBTifies. hefogreson
weith Ensrans *flaunne Devce
35006 AW
35005 &9
35004 AW
31005 &AW
10010 | A
20000 | AW

& Parmors Suppot About Us

N i N T T e

Available Downloads

Product Selected:  Process Library

Product Version:  3.50.07
Release Notes
(1] Custom Release

Accessory Files

RA Library of Endres san Objects v3.50,07

RA Library of Pr ¥3.50.x

RA Library of Proces

Product Add-Ons

-

Process Object Library

PCDC search “Process Library”

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Digital Engineering



Studio 5000

& Logix Emulate®

& Simulation Interface

7% Roclawell
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Digital Design Overview

Machine Throughput Virtual Operator
Prototyping Analysis Commissioning Training Systems

Easily design and build Optimize throughput with Design, test, validate, and Reduce risk and improve
next generation machines simple, real-time 3D commission machines or operations by training

with confidence simulation of complex SKUs before they are put workforce in a safe, virtual
dynamic processes into service environment

T - PUBLIC | Copyrignt ©Z01Y ROCKWEIl Automartion , INC.
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Digital Engineering

Ecosystem

\ SOLIDWORKS
i {\ AUTODESK.

. W creo
Emulated Physical
Controller Controller
| I\ AUTODESK -=— {
Electrical CAD (eCAD) |
<:> Interface supplied by 31 party software company
<:> Interface supplied by Rockwell Automation®
.7\ Rockwell
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Studio 5000 Emulate

£ Studio S000® Logix Emulate™
Slot  View Options All Modules Help

Computer : |EMULATE 24

Simulation of an industrial
process interacting with a
Studio 5000® Logix

For Help, press F1

Run and test application code
without physical controllers

and Input/Output (I/O)

7% Roclawell
Automation

Emulate™ controller.

Provides advanced
debugging to support code
validation and virtual
commissioning

MACHINE PROTOTYPING

 Easily design and build next generation
machines with confidence
» Enables teams to innovate and optimize

THROUGHPUT ANALYSIS

» Optimize throughput with simple, real-time 3D
simulation of complex dynamic processes

VIRTUAL COMMISSIONING

» Design, test, validate and commission
production machines long before they are ever
put into service

OPERATOR TRAINING SYSTEMS

* Reduce risk and improve operations by
training workforce in a safe, virtual
environment

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 32



Studio 5000®

New AutomationML Interface for Data Exchange

Rockwell Software

Studifo 5000

I <AutomationML/>
[

\

ePLAN ’
electricly
-

7% Roclawell
Automation

k

Overview

Enhance capabilities for bi-directional exchange of data
between Studio 5000® and engineering tools

* Adoption of AutomationML for robust data exchange

AutomationML Benefits

« Scalable data exchange
« XML-based data exchange format
» International standard: IEC 62714

» Allows for a consistent data exchange along digital tool
chains

» Neutral format aimed at eCAD and automation suppliers

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Studio 5000® Simulation Interface

New Connectivity to Support Smart Machines and Digital Design

4 .

MATLAB f - FUNCTIONAL
SSIMULINK ] s

Smart, System Aware Machines

7% Roclawell
Automation

Overview

The Studio 5000 Simulation Interface provides a means to
connect controllers, physical or emulated, to simulation of

modeling tools to enable virtual commissioning, and model
based design.

Benefits

Functional Mock-up Interface (FMI) is a tool-independent
standard to support both model exchange and co-simulation of
dynamic models using a combination of xml-files and compiled
C-code

« Design smart, system-aware, self-adaptive machines

« Easily design and build next generation machines with
confidence

« Design, test, validate & commission machines before they
are put into service

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 34



Digital Engineering

Ecosystem

\ SOLIDWORKS
i {\ AUTODESK.

. W creo
Emulated Physical
Controller Controller
| I\ AUTODESK -=— {
Electrical CAD (eCAD) |
<:> Interface supplied by 3 party software company
<:> Interface supplied by Rockwell Automation
.7\ Rockwell

Automation PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 35 e



FactoryTalk’ LinxX

FactoryTalk’ Linx
_ _ OPC UA CONNECTOR
Highest capacity and Provides connectivity to third-
performance

party OPC UA Servers for

FactoryTalk® Software
(delivered with FactoryTalk®
Service Platform)

Logix data server for Rockwell
Automation software
(delivered with FactoryTalk®
Service Platform)
(Formerly RSLinx® Enterprise)

FactoryTalk’ Live Data

Provides global namespace
with tag browsing and deliver

of data to FactoryTalk Software
(delivered with FactoryTalk®
Service Platform)

FactoryTalk’ Service Platform

FactoryTalk’ Linx” Gateway

Delivers data from
FactoryTalk® Linx to third-
party software via
OPC-DA and UA
(Formerly FactoryTalk® Gateway)

Enabling The Connected Enterprise

RSLinx” Classic

Provides OPC-DA access for
third-party software, with
best support for legacy
control equipment

FactoryTalk’Linx" Data Bridge

Moves data from one system
data source to another across

FactoryTalk Live Data
(Bundled with FactoryTalk Linx

Gateway Professional)

FactoryTalk’Linx’CommDTM

Communications service for
asset management of

EtherNet/IP process devices

7% Roclawell
Automation

KEPServer Enterprise

Enables FactoryTalk® software
to access data from third-party
control equipment

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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FactoryTalk® Linx Dual Service Option
Doubling the Data Server Capacity

Explorer

=l
L OgED

&% Network (THIS COMPUTER)

Delete

MNew Area...

Add MNew Server

Logical Name

Backup...

Resource Editor...

Security...

Properties...

Rockwell Automati

OPCDAS

Tag Alarm and Eve

OPC UA S,

Applitziiunl Communications I

.......

.......

)

|
H

General | Redundancy | Alams and Everts |

Mame

Factory Talk Liroc

Description

Computer hosting the Factory Talk Lirec server:

& WIN-OBUVCIRMEM

Browse

Factory Talk Liree Instancel? Server

7% Roclawell
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FTLGW = v6.10

Overview

« FactoryTalk® Linx v6.10 provides an option to run two
parallel data servers in the same workstation / VM

» Takes advantage of modern multi-core CPUs to
significantly expand capacity

« Second instance limited to polled tags (no alarms or
unsolicited messaging)

» Configured using a single common user interface
* Remote administration in a distributed system

Benefits

» Add capacity without having to add additional server
hardware

* Reduce the number of operating system licenses
» More efficient use of available resources

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Securing Your Automation System

Encrypted Communications
r Third Party OPC UA
Client Software

-

FactoryTalk OPC UA
ViewSE & Info Software Security
FactoryTalk

Linx™ Gateway
‘ FactoryTalk’ *
IPSec Tunneling
FactoryTalk’Linx’
OPC UA Connector

FactoryTalk’LinX’

OPC UA
Security

EtherNet/IP
CIP Security

Third Party
OPC UA Sever

4

7% Roclawell
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Overview

« FactoryTalk® Service Platform v3.10, FactoryTalk® Linx
v6.10 and Logix V32 permit system-wide security
capabilities
« EtherNet/IP CIP Security for Logix 5000™ controller

communications

« IPSec Tunneling for FactoryTalk® communications
between computers

* OPC UA Security to/from third party OPC Severs

» FactoryTalk® Security extensions to control access to
configuration settings and control data value writes from
external OPC UA Clients

Benefit

« Data Encryption to maintain integrity of critical information
 Limits changes to authorized users

FTSP 2V3.10, FTL = v6.10, Lgx 2v32

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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FactoryTalk® Network Manager™

Sowrowe: 2 7|

1 Unclaimed P

e Hame CENKE_ S1ahi0

Sarial FOC1EWSE

Profutld TSI
1 130745

7% Roclawell
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Overview

New easy-to-use network management software from
Rockwell Automation:

* Discovers plant floor network (EtherNet/IP and CIP)
and provides many enhanced topology views

* Provides real-time capture of alarms and events,
configuration, backup, and export capabilities

* Allows for creation of configuration templates

Benefits

* More easily deploy, commission, and maintain your
control system networks

* Simplifies management and troubleshooting activities

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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ControlFLASH Plus™ V1.00 Functionality
Improved Productivity, Usablility and Scalability

ces = Manage Firmware = Manage Favorites

ing from path: NAUSMAY60XTNX1!Backplane\15\8ackplane (Levels: 2) &5

rowsing selected, 7 devices | Filte 0y evice
E Device Address In Device | Flash To |Latest on Computer - ‘

W 1756-Ai/Aor B
1] soa5 FDlevicomsmoion 0|20 [
1| wsewn v -m o

L i remiowsns 2o B
1 eosonmeoavn s [
{

O ' 1756-EN; @ Flashing complete: 6 succeeded Show:
Etherly Device Addre... | In Device | Flash T... | Status
[
l 1756-L85E, FEDLevelControlSimulation | 0 31011 31011 o Flash finished
l 1756-173, 1756-L73/A LOGIX5573 1 31.011 31011 o Flash finished
§ 1756-173, 1756-L73/A LOGIX5573 31011 31011 | #¥h Flash finished

. Flash Results
= 1756-OF6CI/A, 1756-OF6CI/A

% 1756-0F6vyA, 1755-oFavya oo | O flashes attempted

| @ 65Succeeded

' 1756-ML16SE, 16 Axis SERCOS inter

4 »
Show Reports m
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Overview

* New generation firmware update tool with a modern and
simple Ul for better firmware management

« Allows for multiple devices flash operations
* Firmware revisions favorites support
« Leverages FactoryTalk® Linx (free of charge)

Benefits

« Improves productivity by allowing shorter time to update
multiple devices

- Easily apply firmware standards
« Can coexist with ControlFLASH™ and RSLinx® Classic

Free of charge, available for download
since late April 2018
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ControlFLASH Plus™ V2.00 Functionality

Flash Devices = Manage Firmware = Manage Favorites

Browsing from path: NAUSMAYBOXTNX1!Ethernet\10.88.28.131\Backplane (Levels: 2) T

n 1756-175, Motion_timing V20 CIP_P... |0

W 17-Node USB CIP Port 9
L soa womn |
B EtherNet 4
i 5069-L340ERM, Reg_Project_Bla.. | 192.168.1.4

% 1783-EMSOBT, 1783-EMSOBTE.. | 192.168.1.11

Lifecycle status
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4 selected, 27 devices

() Refresh Firmware £} Settings 7 Help

Flash To | Latest from Download Center |

31

11.001 (signad) (sedp..

¥ PP @PE I DEEE

011

L3

w

s

Release notes

(3 Befresh Furmware ¥ Settings

7 Help

Overview

* Integration with Product Compatibility Download Center for
firmware downloads, release notes, important notices and
lifecycle status.

« Flashing Micro810®and Micro820® over USB is supported
when using FactoryTalk® Linx (V6.10.00 and higher)

 Install available with and without FactoryTalk® Services
Platform and FactoryTalk® Linx

Benefits

« Easier firmware lifecycle management
» Improved productivity and ease-of-use

« Can coexist with existing ControlFLASH™ and RSLinx®
Classic
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